UBND TINH BAC LIEU CONG HOA XA HOI CHU NGHIA VIET NAM

TRUONG CAO PANG NGHE Doc ldp — Ty do — Hanh phuc
$6:09 /Qb-CDN Bac Liéu, ngay 19 thang (2 nam 2017

, QUYET PINH .
Ban hanh Quy ché vé dam bdo an toan, an ninh théng tin thuge linh vue
cdng nghé thong tin tai truong Cao ding Nghé Bac Liéu

HIEU TRUONG TRUONG CAO PANG NGHE BAC LIEU

Can ctr Luat Cong nghé thong tin sb 67/2006/QH11 ngay 29 thang 6 nam
2006;

Can ctr Nghj dinh sé 64/2007/ND-CP ngay 10 thang 4 nam 2007 cua Chinh
phu vé img dung cong ngh¢ thong tin trong hoat dong ctia co quan Nha nudc;

Can cr Chi thi sé 897/C"I:—TTg ngay 10 thang 6 nam 2011 cta Thy tudng
Chinh phu vé viéc tang cudng trién khai cac hoat déng ddm bao an toan thong tin so;

Can ctr Quyét dinh s6 23/2015/QD-UBND ngay 23 thang 11 nam 2015 cuia
UBND tinh Bac Liéu vé viéc Ban hanh Quy ché dam bao an toan, an ninh thong tin
thude linh vuc cong nghé thong tin trong hoat dong ctia co quan nha nudc trén dia
ban tinh Bac Liéu;

Theo dé nghi ctia Phong Té chire hanh chinh.

QUYET PINH:

Diéu 1. Ban hanh keém theo Quyét dinh nay Quy ché vé dam bao an toan, an
ninh théng tin thudc linh vuc cong nghé thong tin tai Truong cao ding nghé Bac
Liéu.

Diéu 2. Giao phong t6 chirc hanh chinh va céc trudng, pho phong, khoa, trung
tam cua Truong c6 trach nhiém té chire tridn kha Quyét dinh nay dén tat ca cén bo,
cong chire, vién chirc va nguoi lao dong trong don vi thuc hién.

Diéu 3. Phong t6 chirc hanh chinh va cac trudng, pho phong, khoa, trung tam,
can bd vién chue, gido vién truong Cao dang nghé Bac Liéu ¢6 trach nhiém thi hanh
Quyét dinh nay.

Quyét dinh nay cé hiéu luc ké tir ngay ky./.
Noi nhin:

- Nhu Piéu 3;
- Ban gidm hiéu;
- Luu: VT.
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UBND TiNH BAC LIEU CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG CAO PANG NGHE Poc 1ap — Tw do — Hanh phiic

Bac Liéu, ngay09 thang@2 nam 2017

QUY CHE
Vé dam bao an toan, an ninh thong tin thude linh vu'c
cong ngh¢ thong tin tai truong Cao diang Nghé Bac Liéu
(Ban hanh kém theo Quyét dinh sé 509 /OD-CDN ngay"ﬂ thang&i nam 2017
ctia Hiéu truong truong Cao dang Nghé tinh Bac Liéu)

Chuong 1
QUY PINH CHUNG
Piéu 1. Pham vi diéu chinh va dbi twong ap dung
Quy ché nay quy dinh vé cong tdc dam bao an toan, an ninh thong tin trong
hoat dong Ung dung cong nghé thong tin tai truong Cao dang Nghé Bac Liéu, bao =

gbém: can bo, cong chirc, vién chire, gido vién va ngudi lao dong thude trudng va m
céc dbi twong tham gia van hanh, khai thac cac hé thong thong tin. BNG N J

Piéu 2. Muc dich, nguyén tic dam bio an toan théng tin GNGHE

1. Viéc 4p dung Quy ché nay nhim giam thiéu cac nguy co giy mat an toan /LIEU
thong tin ing dung cong nghé thong tin trong hoat dong ctuia co quan. A

2. C4c hoat dong ung dung cong nghé thong tin phai tuén theo nguyén tac
dam béo an toan thong tin duge quy dinh tai Diéu 41, Nghi dinh 64/2007/ND-CP
ngay 10 thang 4 nam 2007 ctia Chinh phu vé Umg dung cong nghé¢ thong tin trong
hoat dong cia co quan Nha nudec.

Piéu 3. Giai thich tir ngir

Trong Quy ché nay, cac tir ngir dudi day duoc hiéu nhu sau:

1. An toan thong tin 1a su bao v€ thong tin va hé théng théng tin tranh bi truy

cép, sir dung, tiét 16, gian doan, sira ddi, xam hai hodc pha hoai trai phép nhim bao
dam tinh nguyén ven, tinh bao mat, tinh sén sang va tinh kha dung cua thong tin.

2. H¢ thong thong tin 1a tdp hop cac thiét bi vién thong, cong nghé thong tin
bao gom phén ctng, phan mém va co so dir liéu phuc vu cho hoat dong luu trir, xur
Iy, truyén dua, chia sé, trao dbi, cung cAp va sir dung thong tin.

Chuong 11
CONG TAC PAM BAO AN TOAN THONG TIN

Pidu 4. Cac bién phap quan Iy nhim dim bio an toan thong tin
1. Thuong xuyén phé bién, hudng dan, cap nhat, quéan triét day du kién thirc
co ban vé an toan thdng tin, cong tac dam bao an toan théng tin dén timg can bo,




cong chue, vién chure, gido vién va nguoi lao dong thudc trudng; cac ddi tuong can
thiét khi duoc cap quyén truy cap va st dung hé thong thong tin.

2. Cén bd chuyén trach vé cong ngh¢ thong tin dam nhan chuyén trach vé
cong tac an toan thong tin trong co quan; tham muu gitp Ban giam hiéu nha truong
ban hanh ke hoach, quy ché ndi bo dam bao an toan thong tin, dam bao bi mat nha
nude va trién khai cac bién phép nhim dam bao an toan thong tin trong co quan.

Diéu 5. Phong chong Virus, ma doc

1. Tat ca céc may tram, mdy chu phai dugc trang bi phan mém phong chong
Virus, md doc. Cac phan mém phong chéng Virus, ma doc phai duoc thiét 1ap ché
do tu dong cap nhat; ché do tu dong quét khi sao chép, ma cdc tap tin.

2. TAt ca cac tap tin, thu muc phai dugc quét Virus, ma doc trude khi sao
chép, sir dung.

Picu 6. Quan ly truy cap

1. Cac quy dinh vé quan ly truy cap vao hé thong thong tin, mang may tinh,

thiét bj, phin mém ung dung cua co quan phai dugc t6 chirc thuc hién nghiém tuc,
phu hgp véi cac quy dinh ctia phép ludt vé an toan thong tin.

2. Mdi can bo, cong chtre, vién chure, gido vién va nguoi lao dong chi duoc
phép truy c@p céc thong tin phu hop véi chire ning, trach nhiém, quyén han cua
minh, ¢6 trach nhiém bao mat tai khoan truy cap thong tin.

3. Tét ca mdy tinh phai dugc dat méat khau truy cap va thiét lap ché do tu dong
bao vé man hinh sau 10 phut khéng st dung.

4. Khi thiét lap mang khong day trong ndi bd co quan, phai dat mat khau truy
cap vao mang khong ddy va chi cho phép truy cap Internet.

5. Mat khau ding nhép véo céac hé théng thong tin phai c6 dg phtec tap cao (co
d6 dai t6i thiéu 8 ky tu, c6 ky tu thuong, ky tu s6 va ky tu dac biét nhu !, @, #, $,
%) va phai dugc thay ddi it nhat 03 thang/lan.

Piéu 7. Quan ly sw ¢co

1. Khi ¢6 su ¢ hodc nguy co mat an toan thong tin thi 1anh dao phong, khoa
chirc nang phai bao cdo Ban gidm hi¢u dé chi dao kip thoi khic phuc va han ché
thiét hai.

2. Truong hop co su ¢d nghiém trong & mirc do cao, khan cap hodc vuot qua.
kha néng khic phuc cia nha truong. Ban giam hiéu nha truong phai bao céo ngay -
cho Uy ban nhéan dan tinh va So& Thong tin va Truyén théng dé dugc huéng dan, hd
trg.

Piéu 8. Cac hanh vi bi nghiém cim

1. Tao ra, cai ddt, phat tan virus may tinh, phe‘in mém doc hai trai phap luat.

2. Xam nhap, sura ddi, x6a bd noi dung thong tin ciia co quan, ca nhan khac.

3. Can trd hoat dong cung cép dich vu ctia hé thdng thong tin.

4. Ngan chin viéc truy nhap dén thong tin cta co quan, ca nhan khac trén moi
truong mang, trir truong hop phap luat cho phép.

5. Bé khoa, trom cép, st dung mat khéu, khoa mat ma va thong tin cua co
quan, ca nhan khac trén moi truong mang.



6. Hanh vi khac lam mat an toan, bi mat thong tin cta co quan, ca nhan khac
duoc trao do1, truyén dua, luu trit trén moi truong mang.

Chuong 1T
TRACH NHIEM PAM BAO AN TOAN THONG TIN

Didu 9. Trach nhiém ciia can b, cong chire, vién chire, gido vién va nguoi
lao dong

1. Trach nhiém cua can bd, cong chuc, vién chuc, glao vién phu trach an toan
thong tin:

a) Chiu trach nhiém dam bao an toan thong tin cua co quan;

b) Tham muu lanh dao co quan ban hanh cac quy dinh, quy trinh ndi bo, trién
khai cac giai phap k¥ thuat dam bao an toan thong tin;

¢) Thuc hién viéc giam sat, danh gia, bao cdo thu truong co quan cac rui ro
mét an toan thong tin va mirc dd nghiém trong ctia cdc rui ro do;

d) Phéi hop véi cac ‘ca nhan, don vi ¢d lién quan trong viéc kiém soat, phat
hién va khéc phuc céc su ¢ an toan, an ninh thong tin.

2. Trach nhiém cta can bo, cdng chuc, vién chuc, gido vién va nguoi lao
dong:

a) Nghiém tac chap hanh Quy ché nay va cic quy dinh khac cua phap luat
an toan thong tin. Chiu trach nhiém dam bao an toan thong tin trong pham vi trad
nhiém va quyén han dugc giao;

b) Mbi can bg, cong chirc, vién chirc, gido vién va nguoi lao dong phai co
trach nhiém tu quan ly, bao quan thiét bi ma minh dugc giao st dung; khong tu y
thay doi, thdo lap cic thiét bi trén may tinh; khong dugc truy cép vao cac trang web
khong ré vé noi dung; khong tai va cai dat cac phan mém khong ro nguon goc
khong lién quan dén cong viéc chuyén mon; khong nhép chudt vao cic dudng dan la
khong ro vé ndi dung;

~¢) Khi phat hién nguy co hodc su cb mét an toan thong tin pha1 bao cao ngay
véi clp trén va can bo chuyén trach cong nghé thong tin cta don vi dé kip thoi ngan
chan va xu ly;

d) Tham gia cac chuong trinh dao tao, hoi nghi vé an toan an ninh thong tin
do cac don vi chuyén mon hodc S¢ Thong tin va Truyen thong t6 chuc.
Piéu 10. Trach nhiém cta nha truong

1. Cac Truong, phd phong, khoa, trung tam co trach nhiém té chirc thuc hién
cac quy dinh tai Quy ché nay va chiu trach nhiém trugec Ban gidm hi¢u nha truong
trong cong tac dam bao an toan théng tin ctia don vi minh.

2. Phan cong mdt bo phin hodc can bd chuyén trach dam bao an toan thong
tin ciia co quan; tao dleu kién dé cac can bo phu trach an toan théng tin dugce hoc
tap, nang cao trinh do vé an toan théng tin.

3. Xay dung quy dinh, quy trinh ndi bg vé dam bao an toan thong tin phu hop
v6i Quy ché ctia Tinh va cac quy dinh ctia phap luat.



. 4. Phoi hop, cung c4p thong tin va tao didu kién cho cac don vi c6 thim quyén
trién khai cong tac kiém tra khic phuc sur ¢ xay ra mét cach kip thoi, nhanh chéng
va dat hiéu qua.

5. Phéi hop chat ché véi Cong an trong cong tac phong ngira, d4u tranh, ngan
chén céc hoat dong xAm pham an toan, an ninh thong tin.

Chuwong IV
KHEN THUONG, XU LY VI PHAM

Diéu 11. Khen thwéng, xir ly vi pham

1. Hang ndm, Ban gidm hi€u thuc hién khao sat, d4nh gid vé cong tac dam bao
an toan thong tin tai don vi dé xuit xét khen thudng cac ca nhan, don vi theo quy
dinh.

2. T4 chire, ¢4 nhén c6 hanh vi vi pham Quy ché nay thi tly theo tinh chit,
murc d6 vi pham ma bi xir ly ky }uat theo trach nhiém, xir phat hanh chinh hoic bi
truy ciru trach nhiém hinh su. Néu gay thi¢t hai thi phai boi thuong theo quy dinh
cua phap luét hién hanh.

z Chuong V
TO CHUC THUC HIEN

Piéu 12. Didu khoin thi hanh

Quy ché nay c6 hiéu lue ké tur ngay ban hanh.

Ban giam hiéu, truéng, pho phong, khoa, trung tdm c¢6 trach nhiém té chuc
trién khai thyuce hién trong don vi minh céc quy dinh trén.

Dicu 13. Pidu chinh, b sung

Trong qué trinh thyuc hién Quy ché nay, neu c6 vudng mac, cac don vi bao cao
vé€ Ban giam hiéu dé xem xét, stra doi, bd sung cho phu hop./.
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